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March 31, 2022
To whom it may concern:

As part of Yealink (Xiamen) Network Technology CO., Ltd’s ongoing commitment to ensuring the security
and integrity of its systems and data, Yealink (Xiamen) Network Technology CO., Ltd engaged NetSPI to
perform an Application Penetration Test against YMCS; this testing was concluded on March 9, 2022. The
purpose of this penetration test was to identify common security issues that could adversely affect the
confidentiality, integrity, or availability of the application and related data.

NetSPI security consultants follow a phased assessment approach for testing the security of applications.
NetSPI consultants use multiple commercial and open source security tools, custom scripts, and manual
techniques to scan for, identify, and exploit vulnerabilities within applications.

NetSPI uses a combination of automated tools and manual penetration testing processes to identify
missing, broken, and improperly used application security controls. NetSPI security consultants attempt to
penetrate or circumvent existing security mechanisms by using tools, exploit scripts, and techniques that
are similar to those used by attackers. The testing targets common vulnerabilities, including the OWASP
Top Ten (http://www.owasp.org) and other flaws typical of similar applications. In this manner, our
approach analyzes the current security posture and results in recommendations for strengthening security
controls.

Sincerely,
Charles Horton
CcoOo
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